awthula

nordic source solutions

Memorandum
E-resept Forskrivningsmodul

Thula — Nordic Source Solutions
Subject | Step-by-step instructions to install new RF certificates
Date | 21/03/2022

Document version | 2.2
Document status | Customer Review

Author | Fernando Meira
Contributor(s) | Atli Sturluson

Distribution | Norsk Helsenett

File name | Memo - eResept - Step by step instructions to install new RF certificates.docx

© 2022 thula®

The document is only intended for Thula personnel and customers
Style and contents are confidential

Internal and Customer Confidential
www.thula.no



mwthula

nordic source solutions

Memorandum

1 Document control
This section describes how to version, file, distribute and improve this document.

1.1 Revision tracking

This document is subject to revision control so that after each formal change a new version shall be
created with a new data and revision number. At any given time the revision with the highest version
number is considered the official and valid version of this document.

1.2 Document source, storage and distribution
The source of this document is maintained by Thula, and stored in the Thula document repository.
This document shall be distributed in PDF format only.

1.3 Revision history

Date Version Author/Approved by Description
2022-03-21 2.2 Francisco Guimaraes Update references to new RF certificate.
2017-02-17 2.1 Atli Sturluson Updated to refer to a newer version of the

RF certificate. Added section on updating
the certificate using the FM Admin client

2015-12-09 2.0 /Egir Orn Leifsson Status set to approved.
2015-11-19 1.0 Fernando Meira Distributed version.

1.4 Reader comments
If you have any comments on the contents of this document please send those by e-mail to the author.

1.5 Glossary

Abbreviation Explanation or web reference

CA Certification Authority

MMC Microsoft Management Console
UAC User Access Control

FM Forskrivning Module

2 Intro

This document aims at providing instructions in a step-by-step form for installing the new RF public
certificate, along with the Buypass trusted Root and CA certificates that validates it. It also instructs on
how to add the Buypass trusted Root and CA certificates used in the FEST communication.

3 Gathering all required files
To proceed with the installation the following files are required:

File Description
krypteringssertifikat_reseptformidler _  RF public certificate - valid 2022-2025
mars2022.cer Thumbprint:
3b749e464b297890308c0adf983ecf9elc6d465¢C
BPCI3CaG2STBS.cer Buypass Class 3 CA G2 ST Business. Only needed when
installing the RF certificate for the first time
Thumbprint:

23e05050c00142de0d2a50a3eed347c908700b4b
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BPCI3RootCaG2ST.cer Buypass Class 3 Root CA G2 ST Business. Only needed
when installing the RF certificate for the first time
Thumbprint:

50320a8e9%afB8ale3a750afda3706a05446a0c68e

4 Updating the RF certificate using the FM Amin client
If the previous version of the RF certificate is already installed on the FM server machine, the FM
Admin client (“Systemadministrasjon”) can be used to update the RF certificate to the latest version.

4.1 Installing the new RF certificate
To install the new version of the RF certificate, the following steps are needed:

1. On the machine where the FM Server is installed, run the FM Systemadministrasjon
application as a Windows administrator (right-click the Systemadministrasjon icon and select
“Run as administrator”). This will open the FM Amin client. After logging in, select “Administrer
systemkonfigurering” to open the system setup, which should now look like this:

= E-resept Forskrivningsmedul w0.0.1.0 Dev - Systeradministrasjon

Ekstern kornmunikasjon | Sluttbrukerfunksjonalitet | Systeminnstillinger

Reseptformidleren Adressregister

RF navn Adreszeregister URL
Reseptformidleren https://ws-web.test.n Pzr
RF DNY% identifikator Adreszeregister bruker
Helsedirektoratet webservice :
RF HER-id Adreszeregister passord
30624 1
RF Enh | Test
083544622

RF URL FEST
http://139.112.129.174/Rekvirent/RekvirentWebServiceSod  Fm=r URL T FEST

. https://fest.legerniddeh
RF zertifilat —

Helsedirektoratet (757AT4708FEA04EFTOCIB20FFOITD - Sekundzer URL til FEST

I Installer sertifikat... I hitps:/ffest.legemiddgh

Lokal organisasjons systemleverandgr .
JEMEENEnE HE Asynkrone meldinger

Hellustadir i Inboks for meldinger

| I mleml mrmmmismeeimm e o rdfeeles smr el e Il‘_.‘uJ._.._._‘ul LIS Y P Uy [N [ o I

2. Click the “Installer sertifikat...” button and navigate to the RF certificate file
“krypteringssertifikat_reseptformidler_mars2022.cer”. This will install the new certificate in the
correct Windows certificate store.

3. In the “RF certificate” combo-box above the “Installer sertifikat...” button, select the new
certificate (marked in red below):
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skrvningsmodul v0.0.1.0 Dev - Systemadministrasjon

Ekstern kemnmunikasjon | Sluttbrukerfunksjonalitet | Systeminnstillinger ‘

Reseptformidleren Adressregister Organisasjonshierarki
RF navn URL til Adresseregisteret Servicetype

[Reseptformidleren | [nttpsiiws.nhn.nar1zaR | [orFu Rl
RF DNS identifikator Bruker til Adresseregistar ORFU URL

[Reseptformidieren | [Forskrivning |1 |
RF HER-id Passord til Adresseregisterat ORFU brukernavn

|ao622 I | |
RF Enh | Test AR G | ORFU passord

[o15933149 | [ |
RF URL FEST (Organisas; finger Alther i
http://rf test2-int.reseptformidleren.net/Rekvirent Rekvire Primaer URL 5 FEST . ©Ja @ Nei
g [nttps://fest.legemiddelverket.no/Fest/FestService2Slsve | grganisasy inger. Utfar dagiig ing KL
|| Reseptformidieren (3B749E464B297890308C0ADFSE3E w | |  Sekundssr URL til FEST [ hd

—
v Sfm Migrering Utgittfor:  SFM Migrering P

Gyldig til: 08/09/2024 Utgitt avi  Buypass Class 3 Testd CA 3

Tiltenkt bruk:  DataEncipherment, DigitalSignature, KeyEncipherment, None Avtrykk:  73F98ATCT258D3A259B12A2670436DD6A422C0CS pdresse

Navn: Eresept Forskrivningsmodule Server Utgitt for: eResept Forskrivningsmodule Server al:8000/v1/legemiddel

Gyldig til: 01/01/2099 Utgittav:  eResept Forskrivningsmodule Server Pl adresse

Tiltenkt bruk:  Ukjent Avtrykk:  60CEB3CEBFAGOFAEABS14F7155995A306AT22A3A

itenia bru B e al:800DA1/legemiddelvarsling

Navn: Reseptformidleren Utgittfor:  Reseptformidleren e

Gyldig til: 21/06/2025 Utgitt aw  Buypass Class 3 CA G2 5T Business |

Titenkt bruk: _ DigitalSignature_KeyEncipherment, None Avtrylk:__3B749E4648297890308COADFIB3ECFIE1CHDAE5C al:8000/v1/helseindikator

- e =

Navn: Sfm Utgittfor:  SFM

Gyldig til: 04/01/2025 Utgitt av:  Buypass Class 3 Testd CA 3 o/ ebp-webapp/ |

Tiltenkt bruk:  DataEncipherment, DigitalSignature, KeyEncipherment, None  Avtrykk:  1E7ECG8BED34301F3C7E37TATI42E59FS6ETFTET

Navn: Thula Legekontor Utgitt for:  THULA LEGEKONTOR =

Gyldig til: 18/01/2023 Utgitt avi  Buypass Class 3 Testd CA 3

Tiltenkt bruk:  NonRepudiation, Mone Avtrykk:  OEF0934967683BF830054CC10D01BI814BEEGSDE

Navn: Ukjent Utgittfor:  Ukjent

Gyldig til: Ukjent Utgittaw:  Ukjent

Tiltenkt bruk:  Ukjent Aotrykk: L

og ma vare oppdatert.

4. Update the “RF DNS indentifikator” field to “RESEPTFORMIDLEREN”

5. Update the “RF Enh” field to “915933149”. The window should now look like this:

LESLEIT BRI Raz | SIULLLTURETT U RS UTidlILEL I S HLETI

Reseptformidleren

RF nzvn

| Reseptformidleren |

et oT

|RESEPTFORMIDLEREN]| |
RF HER-id

80624 |
|rF Enh

915933149 |
RF URL

| http://rf.test2-int.reseptformidleren.net/Relovi rentfRelwirei
RF sertifikat

| Reseptformidleren (3B749E464B297300308COADFIA3E v|
| Installer sertifikat... |

6. Press “Lagre” and you are done!

7. The RF connection can be tested by selecting “Administrer organisasjonskonfigurering” and
pressing the “Test RF kobling” button.
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5 Manual installation of the RF-related certificates (for advanced
users)

5.1 Open the Microsoft Management Console

As a user with high privileges, open the Microsoft Management Console (MMC) by running a
command (START > select “Run...” or START > type “run”, depending on the version of Windows).

i Run *

Type the name of a program, folder, document, or Internet

= resource, and Windows will open it for you.

Open: | mmc w

e ==

Depending on your UAC settings, a popup dialog may appear asking to confirm that you want to
execute the MMC application. If so, select yes.

The MMC application opens empty as shown the next screenshot.

Consolel - [Console Root]
File Action View Favorites Window Help
= |5 = H

“| Console Root

Name Actions
There are no iterns to show in this view. Console Root Py

More Actions

Load the certificate lists by doing the following:
1. File > Add/Remove Snap-in... (or use shortcut key CTRL+M).
2. Select “Certificates” from the available snap-ins list.

3. Press the “Add >” button located between the two lists.

Internal and Customer Confidential

www.thula.no 5/10



mwthula

nordic source solutions

Memorandum

4. The following popup appears. Certificates snap-in %

5. Select to manage certificates This snap-n will always manage certificates for:
for “Computer account”. ;

() Service account
6. A “select computer” dialog is O Computer account
shown. Change the default
selection to “Local computer”,
and press the Finish button.

< Back Cancel

At the end of this process there should be one certificate list chosen, visible on the right-hand-side
(“Selected snap-ins”) as shown the following screenshot.

Add or Remove Snap-ins X

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor A | Console Root Edit Extensions. ..
-1 ActiveX Control Microsoft Cor... 'E}J eesithca=siaclcampnien)
Authorization Manager Microsoft Cor... emove
Gl Certificates Microsoft Cor...
%. Component Services  Microsoft Cor... Move Up
é‘ Computer Managem... Microsoft Cor...
&=y Device Manager Microsoft Cor... Add > Move Down
=¥ Disk Management Microsoft and. .. =
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
=] Group Policy Object ... Microsoft Cor...
gQHyper—\" Manager Microsoft Cor...
f’_g Internet Informatio... Microsoft Cor...
. Tt?rnetulnfro_rm?ﬁo . wcrosm?. (Eor oy E'W

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

K Cancel

Pressing OK should show those two lists on the MMC window.

Start by expanding the list marked as “Certificates (Local Computer)” and within that list expand the
“Trusted Root Certification Authorities” folder and select the inner “Certificates” folder. A list of already
installed certificates should appear in the central panel, as shown in the following screenshot.

Internal and Customer Confidential
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Consolel - [Censole Rooth\Certificates (Lecal Computer)\Trusted Root Certification Authorities\ Certificates] — O >
File Action View Favorites Window Help _ 8 o
Aol AR Lc (NERNCERERY ?Mi:
*| Console Root Issued To Issued By Actions
e "D‘jj C..ert;flcates l(Lc-caI Computer] ol AAA Certificate Services AAN Certificate Services Certificates -
- rersona 5] AC RAIZ DNIE AC RAIZ DNIE More A b

L4

w

Trusted Root Certification Authorities
| Certificates

| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

~| Third-Party Root Certification Authori
| Trusted People

_| Client Authentication Issuers

| Preview Build Roots
_| Other People

Homegroup Machine Certificates
MSIEHistarylournal

Remote Desktop

Certificate Enrollment Requests

| Smart Card Trusted Roots

Trusted Devices
Web Hosting
Windows Live ID Token lssuer

>

S5 AC RAIZ FNMT-RCM
=&l AC Raiz Certicdmara 5.4,
(5] ACEDICOM Root

S5 ACNLB

5 Actalis Authentication CA G1
ol AddTrust External CA Root
lad-KERLING-CA

] AdminCA-CD-T01

= Admin-Root-CA

5 AffirmTrust Commercial
gl AffirmTrust Networking
=5 AffirmTrust Premium

gl AffirmTrust Premium ECC

| America Online Root Certificati...

(5] ANCERT Certificados CGN
5] ANCERT Certificados Notariales

5| ANCERT Corporaciones de Dere...

] ANF Server CA
Sl Application CA G2
CalApplicationCA
5] A-Trust-Qual-03

gl Autoridad Certificadora Raiz de ...

L4

AC RAIZ FNMT-RCM

AC Raiz Certicdmara 5.A.
ACEDICOM Root

ACMNLE

Actalis Authentication CA G1
AddTrust External CA Root
ad-KERLING-CA
AdminCA-CD-T01
Admin-Root-CA
AffirmTrust Commercial
AffirmTrust Networking
AffirmTrust Premium
AffirmTrust Premium ECC

America Online Root Certification...

AMNCERT Certificados CGN
AMCERT Certificados Motariales
AMNCERT Corporaciones de Derec...
AMF Server CA

Application CA G2
ApplicationCA

A-Trust-Qual-03

Autoridad Certificadera Raiz de la ..

>

Trusted Root Certification Authorities store contains 233 certificates.

5.2

Import CA certificates
This step is only needed if the Buypass certificates have not already been installed on the machine.
This will not be need when updating the RF certificate from a previous version.

Import the Buypass Root CA certificate by doing the following:

1.

With the Certificates folder selected, inside Trusted Root Certification Authorities, open the
import wizard by selecting Action > All Tasks > Import...

A welcome screen should

appear

with  the

Local

€ £ Certificate Import Wizard

Machine store pre-selected.
Click “Next”.

Use the file dialog to select
the
BPCI3RootCaG2ST.cer” file.

Press “Next” on the File to

import screen.

A

dialog to choose

the

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

(® Place all certificates in the following store!

Certificate store:

(0 Automatically select the certificate store based on the type of certificate

| Trusted Root Certification Authorities

Certificate Store appears. It
should have preselected the
option “Place all certificates
in the following store” and
have the working folder
selected on the Certificate

Internal and Customer Confidential
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store textbox, i.e., it should say “Trusted Root Certification Authorities”, as in the following
screenshot. If that store is not pre-selected, use the “Browse” button to select it from the list of
available stores. Press “Next”.

A final wizard screen appears presenting the overview of the import process. Confirm that
everything is as expected and press “Finish”.

A dialog is shown informing that the import was successful.

You should now be able to find the imported certificate in the list of installed certificates, located in the
central panel of the MMC window, like in the example:

E Consolel - [Consele Rooth\Certificates (Local Computer)\Trusted Root Certification Autherities\Certificates] — O =
File Action View Favaorites Window Help - 8 %
e @ 42 XE= H

- -

_| Censole Root A || Issued To Issued By Expiration * || Actions

=) Eert!:fcates -LCurrlegt User [Z|Buypass Class 2 CA 1 Buypass Class 2 CA 1 13.10.2016 Certificates -
e "O‘JJ .ertpl tcates I( ocal Computer) gl Buypass Class 2 Root CA Buypass Class 2 Root CA 26.10.2040 More Act... F
- rerona ] Buypass Class 3 CA 1 Buypass Class 3 CA 1 9.5.2015

w

<

| Trusted Root Certification Authorities
| Certificates

uypass Class 3 Root CA Buypass Class 3 Root CA X 4 Buypass Class... &

| Enterprise Trust [ Buypass Class 3 Testd CA 1 Buypass Class 3 Testd CA 1 6.5.2015 More Act... b
= Intermediate Certification Authorities [ Buypass Class 3 Testd CA 3 Buypass Class 3 Testd Root CA 16.2.2032
- v 1A Mirin A M 7173 IR v

> £

Trusted Root Certification Authorities store contains 233 certificates.

To install the Buypass Class 3 CA G2 ST Business certificate, repeat all previous 7 steps but select
the file named “BPCI3CaG2STBS.cer” during step 3.

5.3

Install the RF public certificate

The RF public certificate should be installed in the Personal folder of the Local computer store.

It can be installed by performing the following steps:

1.

8.

Select the folder “Certificates” inside “Personal” folder in MMC. See section 5.1 on how to
initialize the MMC tool.

Open the import wizard by selecting Action > All Tasks > Import...

A welcome screen should appear with the Local Machine store pre-selected. Click “Next”.
Use the file dialog to select the “krypteringssertifikat_reseptformidler_mars2022.cer” file.
Press “Next” on the File to import screen.

A dialog to choose the Certificate Store appears. It should have preselected the option “Place
all certificates in the following store” and have the working folder selected on the Certificate
store textbox, i.e., it should say “Personal’. If not, use the “Browse” button to select the
Personal folder. Press “Next”.

A final wizard screen appears presenting the overview of the import process. Confirm that
everything is as expected and press “Finish”.

A dialog is shown informing that the import was successful.

The central panel of the MMC window should now include the imported certificate, as shown in the
following screenshot:

Internal and Customer Confidential
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(3¢ Certificates - Local Computer Issued To Issued By Expirati;\n Date
~ [ Personal
| Certificates
~ [ Trusted Root Certification Au
7| Certificates
| Enterprise Trust
Intermediate Certification Au
Trusted Publishers
% Untrusted Certificates CafReseptormidieren Buypass Class 3 CA G2 5T Business  21/06/2025

* Third-Party Root Certificatior
| Trusted People
Client Authentication |ssuers

Preview Build Roots

| Test Roots

| AAD Token Issuer

| Other People

eSIM Certification Authoritieg
Homegroup Machine Certific
Local NonRemaowvable Certific|
© Remote Desktop

* Certificate Enrollment Reque:
Smart Card Trusted Roots
Trusted Packaged App Install;
| Trusted Devices

| Windows Live ID Token Issuer

WindowsServerUpdateServics

5.4 Update the FM system

In order for the FM installation to use the new RF certificate, three fields on the FM database need to
be updated. The package with the certificates include a SQL file, which has these operations
prepared. To use you only need to change the database name. Follow these steps to perform the

required operations:
1. Open SQL Management Studio.

2. Connect to the database used by the FM
installation to be updated with a user that has
write permissions on the database.

3. The next steps are divided in two depending
on if you are going to be using the provided
SQL file or typing in the queries manually.

4. Open a new query window by using the
shortcut CTRL+N or clicking on “New query

Mew Cue
button: 4 L

5. Select the FM database used from the
combobox or execute the following script
(using as example “Leidolfsey” as the FM
database name):

use Leidolfsey

The following message should appear in messages
panel and the database name should be shown as
selected on the available databases combobox.

Command (s) completed successfully.

Best match

LJ,% SQL Server Management Studio
-é\ Desktop app

g SqliteBrowser
Desktop app
Apps
=] SQL Server Error and Usage Reporting

H SQL Server Installation Center (64-bit)

w - Community  Help

7 || Leidolfsey =] ¥ B

FiA3basis
FiA3basis.Documents. 1
Import
Import.Documents. 1

Leidolfsey.Documents.]
Leidolfsey
Leidolfseyl.Documents.1
master

model

msdb

P =

m oy | [y e = g

6. Erase all scripts, if any, and run the following script to update the RF certificate that FM uses
(the value is the certificate’s thumbprint, available on the details of the certificate):

update SystemConfiguration

set Value = 'ddce8ebtbl68b30£f182a83ffcdle8a’7a0603ffefb’

Internal and Customer Confidential
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where Id = 'RF.Certificate'

7. Erase all scripts, if any, and run the following script to update the RF DNS identity (the value is
present in the RF certificate details, under property Subject.CN):

update SystemConfiguration

set Value = 'RESEPTFORMIDLEREN'
where Id = 'RF.DnsIdentity'

8. Erase all scripts, if any, and run the following script to update the RF id (the value is present in
the RF certificate details, under property Subject.SerialNumber):
update SystemConfiguration
set Value = '915933149"
where Id = 'RF.Id'

9. For steps 5 to 7, the following success message should appear on the messages panel:

(1 row(s) affected)

If all steps in this memo have been successfully performed, then the FM installation should be
configured to use the new RF certificate and all the certificates needed should have been installed.

Internal and Customer Confidential
www.thula.no 10/10



